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Abstract

Domain names on the Internet today can contain only a subset of ASCII characters. In the past few years, the importance of domain names for identifying companies, locations, departments, and projects has greatly increase. There is significant demand for domain names that include non-ASCII characters.

The IDN Working Group in the IETF is investigating how to upgrade the Internet’s domain name system to handle fully internationalized domain names. This involves much more than just fixing the DNS: it also includes creating transition strategies for Internet protocols that cannot handle non-ASCII names (such as email, digital certificates, and network management). The working group is making good progress in their efforts, but there is still much to do.

Any change to domain names also inherently means that all user applications that handle domain names must be updated. Further, the all domain name servers on the Internet that might handle internationalized names will likely need to be updated as well.

1. Domain names

The domain name system (DNS) is as old as whatever it is we call the Internet. A domain name is a protocol element that maps a human-friendly name to a resource record. The most common use for the DNS is for looking up the IP address associated with a host name.

Important note: throughout this paper, the term “domain name” is used where, in fact, the term “host name” would be more proper. Host names are a subset of domain names. The distinction is important because today’s host names cannot be internationalized without changing the DNS protocols related to host names, but domain names need no such change. However, almost everywhere you see the term “domain name”, it really means “host names”. However, this paper uses the more common term “domain name”.

The rules for domain names were devised well over a decade ago. They are:

· A domain name consists of one or more name parts

· Each name part can be up to 63 octets in length

· The entire domain name can be up to 255 octets in length

· A name part must begin and end with a letter or digit from the ASCII character set, and may contain letters, digits, or hyphens.

· Name parts are case-insensitive, meaning that upper-case and lower-case characters are considered equal

A quick scan of this list reveals a number of limitations that, while not fatal, certainly are not friendly to many people. It should be remembered that domain names were primarily thought of as Internet protocol elements that happened to be human-friendly, and it was never imagined that they would solve all naming problems. In fact, when the Internet became much more popular years after the rules for domain names were created, many people were surprised that other, more robust naming schemes hadn’t supplanted domain names as identifiers.

2. Internationalizing domain names

Clearly, it would be better if domain names could have characters outside the limited repertoire listed above. Using the ISO 10646/Unicode character repertoire in the DNS would allow a vastly wider set of names to be represented in domain names.

Expanding the repertoire is not so easy, mainly because domain names are used in many Internet protocols in ways that some added characters might damage. For example, even looking within the ASCII character set, one could imagine adding the space character because most corporate names have spaces in them. However, this would make identifying domain names in free text difficult (“www.american airlines.org”), and would definitely not work with many Internet protocols that use the space character as a separator. 

It is clear that adding the entire 10646/Unicode repertoire could have potential problems. Some of the problems identified so far include:

Identical and near-identical characters — Some characters are visually identical or incredibly similar to other characters, thus making it impossible to accurately enter host names that are seen in print.

Separators — Horizontal and vertical spacing characters would make it unclear where a host name begins and ends. Also, allowing periods and period-like characters as characters within a name part would also cause similar confusion.

Non-displaying and non-spacing characters — There are many characters that cannot be seen in the 10646/Unicode character set. These include control characters, non-breaking spaces, formatting characters, and tagging characters. These characters would certainly cause confusion if allowed in host names.

Private use characters — Private use characters from ISO 10646 inherently have no specified visual form (and in fact can be used for non-displaying characters). Thus, there could be no visual interoperability for characters in the private use areas.

Punctuation — Some punctuation characters are disallowed in URLs because they are used in URL syntax.

Symbols — Some mailing list discussion stated that characters that do not normally appear in human or company names should not be allowed in host names. This includes symbols and non-name punctuation.

The effects on the Internet of internationalizing the domain name system are fairly wide-ranging. RFC 2825, “A Tangled Web: Issues of I18N, Domain Names, and the Other Internet protocols”, is a statement of the Internet Architecture Board (IAB) about some of the many considerations that must be addressed by the new system. It lists many important protocols that cannot handle domain names that use an expanded repertoire. The document is sobering reading for anyone who thought that fixing just the DNS protocol would fix all of the problems.

3. The IDN Working Group

The IETF formed the IDN Working Group earlier this year to analyze the requirements of internationalizing the DNS. The charter for the working group can be found at <http://www.ietf.org/html.charters/idn-charter.html>. At the time the working group was formed, it had only the task of determining the requirements and comparing some of the proposed solutions: it was not supposed to come up with a single proposed solution itself. Later in the year, the working group’s charter was changed to include selecting a single proposal for solving the problem.

The discussion on the working group mailing list has been wide-ranging. During the early discussion of requirements, it was clear that most people had overlooked some important aspects of what would be affected by changing the DNS character repertoire. There was (and continues to be) much debate about what is a requirement and what is simply a desired feature. A few requirements that had very wide agreement quickly emerged. Among them (using wording from the May, 2000 draft) are:

The DNS is essential to the entire Internet. Therefore, the service must not damage present DNS protocol interoperability. It must make the minimum number of changes to existing protocols on all layers of the stack. It must continue to allow any system anywhere to resolve any internationalized domain name.

The service must preserve the basic concept and facilities of domain names as described in RFC 1034. It must maintain a single, global, universal and consistent hierarchical namespace.

The same name resolution request must generate the same response, regardless of the location or localization settings in the resolver, in the master server, and in any slave servers involved in the resolution process.

The working group has looked at many proposals for how to meet these and the dozens of other requirements for internationalized domain names. There is a summary document describing the various aspects of the proposals that is actively being discussed and edited. The result will be a pair of documents that describe what is needed and how many proposals attempted to meet those needs.

4. Steps forward

The IDN Working Group will continue to review the requirements and compare proposals for the overall protocol. At some point, hopefully in the not-distant future, the working group will settle on a single proposal and start getting wide-ranging criticism of it so that they can find all the problems that it has and fix them.

After the protocol is finished, there is, of course, the problem of deployment. Given that domain names are embedded in many parts of the Internet structure, it is impossible to deploy the new protocol all at once, or even to expect more than 50% deployment in the first year. This raises a serious chicken-and-egg problem: at what point is it good to change your new domain name to föö.com? If you switch too soon, many people will not be able to reach you (and probably will not have a good idea why); if you wait a long time, you lose the value of the new names.

Thus, finishing the protocol will not be then end of the process. Getting the transition strategy correct may be as important as getting the protocol correct. The transition to IPv6 has been somewhat rocky, and certainly slower than most people predicted, and it may presage the problems that will be encountered as internationalized domain names are deployed.
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